HASANAGHA BAYRAMOV

Computer Engineering Student | Offensive Security & Web Application Security

Baku, Azerbaijan - +994 70 662 53-60 - hsnagabayramov4@gmail.com
My Portfolio Site- GitHub - LinkedIn

ABOUT ME

Computer Engineering student pursuing offensive security and penetration testing. Practical lab work includes
web application testing with Burp Suite and Linux systems. Seeking a cybersecurity internship or junior role to
continue developing hands-on skills.

EDUCATION & TRAINING

Azerbaijan State Oil and Industry University
BSc in Computer Engineering | 2024—present

MilliSec — Red Team / Penetration Testing Course
May 2026—present - Web application security, server pentesting, Linux privilege escalation

SECURITY PROJECT

CampusSecure — Web Application Security Lab
github.com/HesenagaBayramov/CampusSecure

e Set up a controlled Python, Flask, and SQLite student portal for security testing.
o Used Burp Suite Proxy and Repeater to test IDOR/BOLA, BFLA, and protected role updates in vulnerable and
secure modes in a Kali Linux—Ubuntu Server lab.

TECHNICAL SKILLS

Security testing
» Web application testing: IDOR/BOLA, BFLA, protected role updates
e Server pentesting labs; Linux privilege escalation

Tools & systems
e Burp Suite (Proxy, Repeater); Kali Linux; Ubuntu Server

* Networking; Docker; Git; VS Code

Development
e Python; Flask; SQLite; HTML; CSS; JavaScript
e C/C++; Java

LANGUAGES

Azerbaijani — Native - English — Intermediate (B1) - Russian — Beginner (A1-A2)
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